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Abstract: Cyber is a relatively new, virtual space, where intensive communication, business,
banking, criminal, and military activities are in progress. Those activities create effects that
national legal systems and the international legal order have never faced before. These features
and capabilities of cyberspace open a number of substantive legal and security issues and di-
lemmas. Regulation of cyberspace with legal norms is one of the biggest challenges that modern
states face. There is a widespread debate in various areas of law regarding the applicability of
existing legal rules and standards in cyber space. At the same time, efforts to generate new
rules specific to cyber space are being made, where existing rules cannot be properly applied.
For certain topics opinions are divided and some issues remain open. This paper provides an
analysis of the legal aspects of the functioning in cyberspace, as well as a review of the process
of normative requlation in this space, with a special focus on European legal regulation. The
paper emphasizes the spheres of law which, according to the authors’ opinion, are most affected
by the implications of cyber activities, and consequently show the most significant step forward
in terms of creating a legal framework that forms the basis for security in cyberspace.
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1. Introduction

The development of information and communication technologies has made significant
changes in all spheres of social life. The functioning of modern societies and modern man today
is subordinated to these technologies and almost dependent on them. This connection and
dependence brings risks and threats to possible negative effects. With all its specific features,
virtual cyber space is an ideal environment not only for communication and economic activities
that make life and work easier, but also for criminal, terrorist and military actions.

Cyber threats began to attract attention in the late 90s of the 20th century. However, the
problem began to be seriously treated when severe cyberattacks occurred in certain countries
(for example, the cyberattack in Estonia in 2007 and a series of other attacks that followed, as
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in Georgia in 2008 during the war with the Russian Federation, cyberattack with Stuxnet worm
in 2010 on nuclear facilities in Iran, etc.). After these events, the global perception of cyber
threats has changed dramatically. Political and ideologically motivated cyberattacks on critical
infrastructure have been a wake-up call for security experts and have shown there is a price
to pay for an advanced information society (Tikk, 2011). Through these developments the world
has faced the fact that a cyberattack can paralyze entire systems in one state or in multiple
countries simultaneously. Security incidents in cyberspace are expected to become much more
prevalent in the future, due to the facts that more and more people are becoming “computer
smart” all over the world; bad actors of many different types are becoming more and more
aware of opportunities in cyberspace; connectivity is becoming more widespread and universal;
more and more systems and infrastructures are shifting from mechanical/electrical control to
electronic/software control; and human activities in cyberspace are expanding much faster than
security efforts (Hundley and Anderson 1995/96). However, one of the biggest challenges relat-
ed to security in cyberspace is the fact that from a legal point of view this space is still a matter
that is not fully requlated. As a result, to all of these trends and dynamics political leaders,
planners and operators face unusual challenge (Hadji-Janev 2016, p. 423). For these reasons,
today a global debate takes place on the applicability of existing standards and rules in different
areas of law in cyberspace. At the same time, efforts are being made in order to generate some
new rules that are specific to cyber space. On certain topics the opinions are divided and some
issues are still open.

2. Legal aspects of cyber security

The term “Cyberspace” was first used by William Gibson in 1984 in his science-fiction novel
“Neuromancer” as a term for denoting network connectivity and communication on computers.
Cyberspace is not in itself a place; it is an activity, a complex type of mediated communication
(Appazov 2014, p. 8). In other words, it is an intricate, multilayered communicative process that
is sustained by a series of increasingly complicated technologies (Brenner 2002, p. 9). As such,
cyberspace is a global information environment that includes individuals, groups and institu-
tions that exchange information and data electronically through thousands of computers, fiber
cables, servers, and routers. Due to the characteristics of cyberspace, the implications of the
activities being undertaken in this space can be felt simultaneously in many countries, and each
country is almost equally vulnerable in this context.

These features of cyberspace allow it to carry out specific processes and actions that create
effects that national legal systems and the international legal order have never faced before.
Cybersecurity often is conflated, particularly in legal circles, with data security. Although data
security is an important part of cybersecurity, it is only one part because cybersecurity focuses
not only on the protection of data, but also on the systems and networks of the public and
private sector (Kosseff 2018). Cybersecurity is the collection of tools, policies, security concepts,
security safequards, guidelines, risk management approaches, actions, training, best practices,
assurance and technologies that can be used to protect the cyber environment and organization
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and user's assets. Cybersecurity strives to ensure the attainment and maintenance of the secu-
rity properties of the organization and user's assets against relevant security risks in the cyber
environment. The general security objectives comprise: availability; integrity, which may include
authenticity and non-repudiation; and, confidentiality.*®

In cyber security the assets that need to be protected can range from the person him/
herself to common household appliances, to the interests of society at large, including critical
national infrastructure (von Solms and van Niekert 2013, p. 100). Attacks that have implications
on national security test the existing national laws, the international legal framework and the
basic international principles of jurisdiction, according to which each sovereign state requlates
the activity and communications that take place on its territory. Furthermore, cyber attacks with
national security implications test the limits of the existing legal framework for data protection,
electronic communications and access to public information (Tikk 2011, p. 3).

Due to the fact that cyberspace is a unique space with no boundaries, it cannot be entirely
requlated with traditional rules according to which the geographical territory or physical loca-
tion is relevant. To be more precise, traditional rules related to the territory or related to the
place of undertaking a particular activity, are necessarily determined in this context by the
specifics of the cyber space. An additional problem and concern is the fact that there is no cen-
tral entity under which the global Internet platform, as a system of interconnected computer
networks, is managed. There is no one universal model for Internet content requlation. There are
regulations related to the Internet which are usually country oriented and parts of the Internet
are requlated under different approaches. Ultimately, each country's requlation of the Internet
is driven not by technology or law but by the culture-in the broadest sense of the word-of the
society (Hwa 2016). This certainly limits centralized control of the Internet by one entity.

3. Regulation of cyberspace with legal norms

The requlation of the cyberspace with legal norms is the starting point and assumption for
building a secure cyber environment. In this regard, some logical and debatable questions arise:
Is it possible to regulate this boundless space with legal norms at all? How to requlate behavior
in a space that has no physical boundaries? Who should requlate the rules in cyberspace? Can
cyberspace be controlled? Up to which level should behavior in the cyber space be requlated,
without endangering certain human rights and democratic values? And finally, the question:
Who should control the cyberspace and the activities in that space?

Cyberspace exists for many years now, and there has been significant progress in adapting
national and international law in many areas related to cyber security which is a continuous ef-
fort over the years. One of the probably most significant and logical questions that arise in this
context is the issue related to all previously mentioned questions and actually refers to jurisdic-
tion in the cyberspace. Moreover, the answers to questions about the applicability of the basic

% See: Definition of cybersecurity, referring to ITU-T X.1205, Overview of cyber security, available at: https://www.itu.
int/en/ITU-T/studygroups/com17/Pages/cybersecurity.aspx
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principles of International Public law in cyberspace (the principles of non-intervention, peaceful
resolution of disputes, respect for human rights, reciprocity, etc.) largely depend on the answer
to this question, as well as the answers to the questions of responsibility for committing unau-
thorized cyber activities, identification of responsibility, compensation for caused damage, etc.
In spite of the belief that cyberspace cannot be requlated by legal norms or that it is beyond the
reach of the law or the authorities of one state or the international community, Lessig (1999, p.
10), for example, considers that this belief about cyberspace is wrong, as well as the assumption
that the nature of cyberspace is fixed and that there are no steps that can be taken in order
to change its architecture. Namely, he thinks that cyberspace does not actually have nature
and that cyber space does not actually have concrete architecture that cannot be changed. In
his new edition of this book, Lessing explains that “Requlability” in the context of the Internet
means the ability of the government to requlate the behavior of (at least) its citizens while on
the Net He also stressed that there is requlation of behavior on the Internet and in cyberspace,
but that requlation is imposed primarily through code. The differences in the requlations effect-
ed through code distinquish different parts of the Internet and cyberspace. Some architectures
of cyberspace are more requlable than others; some architectures enable better control than
others. Therefore, whether a part of cyberspace-or the Internet generally-can be requlated turns
on the nature of its code.

There is no doubt that the creation of the cyber rules is not impossible; however, it is cer-
tainly a complex process with many unknown elements. Additionally, this process is difficult
because of the fact that information technology is developing extremely rapidly and the Law
cannot follow this pace. Therefore, sometimes it seems easier to adapt the existing legal norms
from different areas of law instead to create some new rules. Hence, requlation of relations in
cyberspace with legal norms generally takes place in two ways: through the applicability of ex-
isting legal requlations, principles and adopted standards; and by finding consensual solutions
where the existing rules cannot be properly applied. In doing so, it seeks to set a minimum legal
framework specific to cyberspace.

The levels and sources of law relating to cyber security range from the soft (standards and
best practices) to organizational (contracts and internal regulations) to national to international
agreements and customary law, which inform the four key legal areas the law of network and
information security (also referred to as cyber law or information-society law), dealing with, for
example, data protection, e-commerce, electronic communications and access to information;
criminal law (offences, investigation, cooperation); national-security law and possible restric-
tions to human rights and liberties resulting from national-security concerns; and the Law of
Armed Conflict (Tikk 2011). According to the abovementioned, the following are certain basic
approaches for regulation of cyber activities and sources of Law related to cyber security:

« National laws that requlate issues of cybercrime, personal data protection, intellectual
property, communication and publication of information;
« International acts which requlate the issues relevant to cyber security;
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» Established standards and good practices (Soft Law) as a voluntary and loose form of
international requlation of certain issues related to the functioning and security of cy-
berspace;
« Organizational requlations (contracts and internal acts);
* he architecture of computers which is relate to information transfer in cyberspace;
+ The Customary Law and moral norms that, relatively speaking, control the behavior of in-

dividuals in cyberspace in circumstances where laws will not manage to requlate certain
activities the execution of which is enabled by the architecture of computers.

4. The role of the international organizations in creation of cyber secure environment at
global and regional level

Cyber security and protection of critical information infrastructures are essential to each
nation's security and economic well-being. Because of this, cyber security is a top priority for
some of the relevant international organizations that are continuously actively addressing this
issue. The legal, technical and institutional challenges posed by the issue of cyber security
are global and far reaching, and can only be addressed through a coherent strateqy taking
into account the role of different stakeholders and existing initiatives, within a framework of
international cooperation (Gershe 2012). In this regard, on a global level, the UN adopted res-
olutions that treat the creation of a global culture for cyber security, the criminal misuse of
information technology, the development of information technology and telecommunications
in the context of cyber security, etc., as well as Action plan to combat cybercrime. The Global
Cyber Security Agenda of the International Union of Telecommunications® is a global framework
for dialogue and international co-operation for coordination of international response to the
growing challenges of cyber security and for increasing trust and security in the information so-
ciety. The Agenda is built on five strategic pillars (working areas): Legal measures; Technical and
procedural measures; Organizational structures; Capacity building; International cooperation.
According to this Agenda, the legal aspects should focus on the ways through which the state
will handle with the legal challenges that are caused by criminal activities in an internationally
compatible way. Furthermore, technical and procedural measures should focus on key measures
for promotion and adoption of an approach aimed at improving security and risk management in
cyberspace, including accreditation schemes, protocols and standards. Organizational structures
refer to preventing, detecting, responding and managing cyber attacks, including the protec-
tion of critical information infrastructure systems. Capacity building should focus on developing
strategies for capacity-building mechanisms aimed at raising awareness, transferring knowledge
and strengthening cyber security. Finally, the international cooperation relates to cooperation,
dialogue and coordination in dealing with cyber threats.

At the NATO level, cyber-security is adopted and adapted as central policy by the Heads
of States and Governments, representing members of the Alliance. Private institutions/orga-

% https://www.itu.int/en/action/cybersecurity/Pages/gca.aspx
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nizations that are leaders in creativity, innovation, and entrepreneurship in cyber-security and
defense work along with NATO to create a resilient and robust protection mechanism against
electronic threats (Efthymiopoulos 2019, p. 1). NATO strateqy of cyber-security through its new
Cyberspace Operations Centre, in Mons (Belgium) as decided in the Brussels Summit of July
2018 (Cyber-Space Operations Center Mons Belgium, 2018) unfolds options and opportunities,
innovation, and entrepreneurship in operations efficiency and capabilities application.

On a regional level it is important that in 2013 the European Union adopted a Cyber Security
Strategy, which is the first comprehensive document on EU policy in this area, as well as an
Action Plan on the safety of networks and cooperation of member states. Directives for elec-
tronic operation and for ensuring high level of security for networks and information systems
have also been adopted. One of the major efforts within the framework of EU legislation aimed
at enhancing the security of personal data in general, and in particular in computer databases
is the Reform Package of Personal Data Protection documents adopted in 2016 and started to
apply as of April 2018. The Reform Package includes the Regulation on the protection of natural
persons with regard to the processing of personal data and on the free movement of such data
(Regulation (EU) 2016/679), as well as the Directive on the protection of natural persons with
regard to the processing of personal data by competent authorities for the purposes of the pre-
vention, investigation, detection or prosecution of criminal offences or the execution of criminal
penalties, and on the free movement of such data (Directive (EU) 2016/680). The Regulation
focuses on strengthening the rights of individuals, ensuring consistent implementation of rules,
streamlining international data transfers and setting global data protection standards, while
the Directive establishes a framework for the protection of personal data of persons involved in
criminal proceedings.

On the other hand, in 2001, the Council of Europe adopted the Convention on Cybercrime
(2001), one of the significant legal acts aimed primarily at creating a common criminal policy for
the protection of society from cybercrime, which will be discussed in the next part of this paper.

5. Cybercrime in the context of cyber security

Cybercrime and cyber security are issues that can hardly be separated in an interconnected
environment (Gershe 2012). Cybercrime is a complex phenomenon that takes place in the elec-
tronic environment. This complexity arises from the fact that this type of crime covers activities
that are etymologically diverse, which in turn creates difficulties in their definition. Basically,
cybercrime is any activity in which computers or networks are a tool, a target or a place of crim-
inal activity. Cybercrime consists of criminal acts that are committed online by using electronic
communications networks and information systems.*’ There is a wide range of acts that can be
considered as cybercrime. In general, it is a crime that can consist of an attack on information
systems, on-line frauds, forgery of content on the Internet, including material for children sex-

3 https://ec.europa.eu/home-affairs/what-we-do/policies/organized-crime-and-human-trafficking/cybercrime_en
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ual abuse, incitement of racial hatred, incitement of terrorist acts and glorification of violence,
terrorism, racism and xenophobia.

Due to the specificity and transnational nature of cyber activities, a comprehensive ap-
proach is needed for dealing with the cybercrime. The criminal abuse of information technology
and the necessary legal response are issues that have been discussed ever since the technology
was introduced (Gershe 2012). Over the few past decades, various solutions have been imple-
mented not only at the national, but also at the regional levels. Due to the constant techno-
logical development and because of the changing methods and ways in which computer crimes
are committed, this topic remains a great challenge. In this sense, the evident fragmentation
of national criminal laws is still the biggest challenge. It is one of the main reasons for global
vulnerability when it comes to cybercrime. According to Blake, many countries, especially de-
veloping countries do not have criminal laws that specially address cybercrime, neither do they
have adequate capacity to enforce the laws (Blake 2017, p. 11). On the other side, according to
UN, 138 countries (of which 95 are developing and transition economies) had enacted such leg-
islation, but still, more than 30 countries had no cybercrime legislation in place.®®

Fragmentation has imposed the need for harmonization of national legislation because of
the unique legislative response to this global phenomenon. In this regard, creating a common
criminal policy for the protection of society from cybercrime is the main purpose of the above-
mentioned Council of Europe’s Convention on Cybercrime. The purpose of this Convention was to
foster the creation of an effective legal framework through the adoption of appropriate legisla-
tion and fostering international cooperation that would constitute an essential part of national
cyber security strategies as a vital element in countering this kind of crime. The Convention has
supplemented the existing rules and contributed to the creation of a common criminal policy
aimed at an effective criminal investigation by collecting evidence in electronic form and inten-
sive international co-operation. The Convention sets out legislative and other measures that
should be taken at the national level in order to criminalize acts such as unauthorized intercep-
tion, unauthorized entry into the computer system, counterfeiting and computer-related fraud,
acts related to child pornography, as well as acts related to violations of other related rights.
In countries that have ratified this Convention, the incrimination of underground activities in
cyberspace is conducted in two ways: through classical incriminations that are now committed
via computer; or as new incriminations typical for computer crimes that have previously been
incriminated. This process assumes the adaptation of national legislation to modern technolo-
gies, the identification of gaps in existing criminal legislation or the creation of new legislation.
Regarding procedural criminal legislation, the Convention foresees the adoption of legislative
and other measures that will enable the undertaking of special investigative actions and proce-
dures, especially in order to obtain evidence in electronic form.

Two years upon the adoption of the Convention on Cybercrime, an Additional Protocol to
this Convention was adopted, devoted to the incrimination of acts of racism and xenophobia

% https://unctad.org/en/Pages/DTL/STI_and_ICTs/ICT4D-Legislation/eCom-Cybercrime-Laws.aspx
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committed through information systems. The aim of this Protocol is to complete the provisions
of the Convention in order to criminalize this kind of acts.

6. Applicability of International Military and Humanitarian Law in Cyber Context

From a military point of view, cyber space is already perceived as the fifth dimension of
warfare, along the mainland, water, air, and the cosmos. In general, cyber warfare refers to the
disposal or use of computers and computer networks in the context of interstate conflict. The
term “cyber war” was introduced by the security experts Arquilla, J. and Ronfeldt, D. in 1993 as
a term which describe the “future of warfare” in the context of an IT-driven transformation of
military systems. Cyber war could be defined as type of warfare which includes cyberattacks by
one country in order to disrupt the vital computer systems of another, especially for strategic
or military purposes. The issues that arise in this type of conflicts are moving in the direction of
whether and which of the basic principles of International Law, as well as Military and Humani-
tarian Law as part of International Law, are applicable in the case of cyberattack or inter-state
cyber conflict.

A group of legal experts hired at the initiative of the NATO Center for Excellence in Tallinn,
offered answers to many of these issues in 2013 when the document titled as - Tallinn Manual
for International Law Applicable for Cyber Warfare, was published. The Manual is a comprehen-
sive but non-binding document that answers questions on sovereignty and jurisdiction in cyber
space and questions of control of cyber infrastructure in the context of the application of the
right to armed conflicts, means and methods of cyber warfare.® This document does not treat
cyber activities below the “use of force” level, such as cybercrime, cyber spying, intellectual
property, human rights. The document also contains answers to the questions related to human-
itarian protection in cyber-attacks. The first rule set out in the Tallinn Manual refers to the sov-
ereignty of states and it is limited to the fact that the state controls the cyber infrastructure and
activities related to the infrastructure in its sovereign territory and, in doing so, the state has to
establish effective control over cyber infrastructure located in its territory (Rule 1). Accordingly,
cyber infrastructure is under the legal and requlatory control of the state, and each state should
ensure the security of cyber infrastructure by providing capacity to deal with threats, overseeing
electronic communications providers and the balanced development of information society in
the interests of national security. In doing so, state sovereignty protects cyber infrastructure
regardless of whether it belongs to the government or to private entities, and independently for
which purpose it is set. Regarding jurisdiction, the Tallinn Manual emphasized that the state has
jurisdiction over persons engaged in cyber activities on its territory and over cyber infrastruc-
ture located on its territory, as well as externally, in accordance with the rules of International
Public Law (Rule 2). Regarding the responsibility of the state, the Tallinn Manual points out
that when a cyberattack is made through an information system located in a particular state

% The Tallinn Manual does not reflect NATO views nor the views of the NATO Center for Excellence, but only the views

of the experts involved in its creation.
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territory, it can be considered that the state committed the attack. Moreover, the Tallinn Manual
addresses the basic principles underlying modern International Law, which refer to the prohibi-
tion of the use of force and the rule of non-intervention. Namely, a state must not allow cyber
infrastructure located in its territory or under its exclusive control to be used for an act against
another state that would cause damage to persons or objects under the territorial sovereignty
of that state. Each state should refrain cyber operations that pose the threat of the use of force
against the territorial integrity or political independence of a sovereign state or operations that
do not conform to the goals of the UN. Individual or collective self-defense is justified if the
cyberattack according to its scale and effects is at the level of a military attack, and if it really
happened or cannot be avoided. Self-defense principles must respect the principles of necessity
and proportionality. Assessment is made according to the severity and intensity, the military
character, the involvement of the state and the consequences (victims and material damage).
According to the Tallinn Manual, this right is also applied in facing a cyberattack by non-state
actors, such as terrorists or rebel groups, IT companies and Internet providers. The UN must be
informed immediately of the measures of self-defense that have undertaken. If the UN Security
Council determines that a cyberattack is a threat to peace, violation of peace or aggression, it
will approve the application of non-violent measures. However, if the Council assesses that such
measures are not adequate, it will decide to apply measures using force, including appropriate
cyber measures.

In 2017, an updated and significantly expanded second edition of the Tallinn Manual was
published, which provided a comprehensive analysis of the applicability of International Law in
cyberspace. As such, the 2017 edition covers a full spectrum of international law applicable to
cyber operations ranging from peacetime legal regimes to the law of armed conflict, covering a
wide array of International Law principles and regimes that requlate events in cyberspace. Some
pertain to general international law, such as the principle of sovereignty and the various bases
for the exercise of jurisdiction. The law of state responsibility, which includes the legal standards
for attribution, is examined at length. Additionally, numerous specialized regimes of interna-
tional law, including human rights law, air and space law, the law of the sea, and diplomatic and
consular law, are examined in the context of cyber operations.

From the abovementioned, it can be concluded that the purpose of the Tallinn Manuals is to
clarify some of the complex issues that are related to cyber operations, especially those related
to the right to the use of military force, i.e. right to go to war (ius ad bellum) and to right to
conduct in war (ius in bello). Although Tallinn Manuals are unofficial documents, these docu-
ments are very important project and are considered as a solid basis for the further creation of
international documents that would requlate these issues with binding norms. Such a thing is
not impossible in perspective, but it would be a long and complex process. Even the creators of
the Tallinn Manuals fail to reach a consensus for some of the issues, and for certain questions
they state that they should be dealt with on a case-by-case basis.
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Conclusion

The existence of cyberspace and activities in that space have strong implications in many
different areas of Law, mostly expressed regarding the cybercrime; the jurisdiction of states in
cyber space; the protection of right to privacy and personal data; regarding rules and restric-
tions in cyber warfare; as well as in electronic communications, electronic commerce, industrial
property, access to information. There is some agreement that countries should requlate the
issues related to the use of cyberspace in the national framework, but at the same time, to cre-
ate standards that are applicable internationally, because cyberspace as a cross-border category
affects all countries. This is particularly important because of the fact that there is no country
that could provide a secure cyber environment on its own and that each state is almost equally
vulnerable in that context. For these reasons, security in cyberspace remains a central topic not
only nationally, but also globally.

Facing a series of cyberattacks that have the potential to hinder the functioning of the crit-
ical infrastructure in the countries where they have been carried out, has imposed the need to
establish a minimum legal framework that will requlate permissible behavior in cyberspace and
that will sanction illicit behavior in that space. In that sense, the efforts are aimed at identifying
the existing legal norms and standards that can be adequately applied in cyberspace, i.e. to
create new rules specific for cyberspace, where the existing ones cannot be applied.

The progress in this context, regionally, has been made in the field of cybercrime, particular-
ly with the Council of Europe Convention on Cybercrime, through which the national legislation
in European countries has been harmonized, both in the material as well as in the procedural
Criminal Law. Also an important step is the adoption of the European reform package of acts in
the sphere of personal data that harmonized the data protection legislation of the EU member
states and the countries aspiring to join the EU. The Tallinn Manuals, as non-binding acts, also
offer answers to complex issues related to cyber operations or cyberattacks in the context of
inter-state conflict.

The results of the implementation of this legal framework remain to be seen over time,
because the security of cyberspace as a strategic goal of one state and the international com-
munity as a whole, apart from the legal norms, requires fulfillment of other conditions and
assumptions, especially commitment and coordination of all relevant stakeholders in society,
both in the public and private sectors, raising public awareness of risks in cyberspace as well as
intergovernmental coordination and cooperation.
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